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Executive Summary

6.5

OPPORTUNITY SCORE

Revenue: $232M

Medium-High

Flexport presents a compelling medium-high opportunity for Microsoft Security consolidation. The company operates a hybrid Microsoft 365 / Google Workspace environment

with significant security tool sprawl, including Okta for identity (high intensity), Sumo Logic and Splunk for SIEM, and Palo Alto Networks for network security. With ~$1M annual

security spend distributed across multiple vendors and their existing Microsoft 365 footprint, there's a clear path to consolidation through Microsoft Entra ID Premium (identity),

Microsoft Sentinel (SIEM), and Defender Suite (endpoint/cloud security). Key trigger: Supply chain and logistics companies face increasing compliance requirements (SOC 2, C-TPAT)

and cybersecurity threats targeting global trade operations.
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| TECHNOLOGY ECOSYSTEM ANALYSIS

Microsoft Footprint MODERATE

Established Microsoft presence with M365 alongside Google Workspace. Opportunity for

12+

SECURITY TOOLS

Competing Security Tools

o

DISPLACEMENT TARGETS

DISPLACEMENT

Multiple third-party security vendors creating tool sprawl and integration complexity.

security consolidation.

Microsoft 365 Microsoft Office Microsoft Azure Endpoint Manager Power BI

Power Platform Windows 10/11

| SECURITY SPEND INTELLIGENCE

Annual Security Investment: $1,001,414

Okta (Identity) Sumo Logic (SIEM) Splunk (SIEM) Palo Alto Networks

Orca Security AuthO AWS IAM

Security Software: $360K @ Threat Mgmt: $190K @ IAM: $125K @ HW Security: $109K @ Managed Services: $61K @ Other: $156K

{| MICROSOFT SECURITY OPPORTUNITY ASSESSMENT

Microsoft Entra ID HIGH

Premium

Current State: Sumo Logic (intensity:

Current State: Heavy Okta usage 87) and Splunk (intensity: 12) for

Microsoft Sentinel HIGH

(intensity: 131) with Okta Workflows,

SIEM/observability. Dual-tool

Microsoft Defender MEDIUM
Suite

Microsoft Purview MEDIUM

Current State: No dedicated DLP or

Current State: Basic Microsoft compliance platform detected. Growing

Endpoint Manager present. No regulatory pressure in logistics.

AuthO, and AWS IAM. Multiple identity inefficiency. advanced Defender capabilities
providers creating complexity. detected. Compliance SOC 2, C-TPAT,
Competing Sumo Logic + Need GDPR
Competing Okta Premium Products Splunk Gap Endpoint + Cloud
Product Suite Identified Security Data Orca Security
Threat Mgmt Protection cloud onl
: $189,706/yr ¢ y)
IAM Spend $124,917/yr Spend Network Palo Alto + Cisco
Security (established) Information
Consolidate Cloud-native Opportunity Protection +
Opportunity identity to Entra Opportunity SIEM with M365 5 —_— Defender for DLP
. . ortuni
Y Integration 5 Y Endpoint/Cloud/0365
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| KEY STAKEHOLDERS

Primary Decision Maker

Peter Pham
‘ Director, Security & IT

? San Francisco, CA

Regional Security

Andy Law
‘ Director, Physical Security (APAC)

! Hong Kong

Combined Security & IT leadership role indicates centralized decision-making authority. Key APAC physical security lead. Global operations indicate multi-region security requirements and

target for security consolidation conversations. potential for Zero Trust architecture.

| COMPETITIVE INTELLIGENCE

VENDOR CATEGORY INTENSITY FIRST DETECTED MICROSOFT ALTERNATIVE DISPLACEMENT RISK
Okta Identity & Access Management 131 (High) Jan 2017 Entra ID Premium P2 HIGH

Sumo Logic SIEM / Observability 87 (High) Apr 2020 Microsoft Sentinel HIGH

Palo Alto Networks Network Security / Firewall 29 (Med) Apr 2018 Defender for Cloud MEDIUM

Splunk SIEM / Analytics 12 (Low) Apr 2022 Microsoft Sentinel HIGH

Orca Security Cloud Security (CSPM) 11 (Low) Oct 2021 Defender for Cloud MEDIUM

Cisco Security Network / Endpoint 59 (Med) Jan 2017 Defender XDR LOW

| RECOMMENDED ENGAGEMENT STRATEGY

Phased Approach Value Proposition

PHASE 1(0-3 MONTHS) Cost Consolidation

Security Assessment & Quick Wins Potential to reduce security tool sprawl from 12+ vendors to unified Microsoft Security

Conduct Microsoft Security Assessment. Offer Entra ID Premium POC to showcase stack. Estimated 20-35% TCO reduction over 3 years.

SSO consolidation. Target M365 E5 Security licensing review.

Native Integration

PHASE 2 (3-9 MONTHS) . . . L. . L. .
Deep integration with existing M365 environment. Eliminate third-party connectors for
[y CerselEaien email, identity, and endpoint protection.

Migrate from Okta to Entra ID. Implement Conditional Access and PIM. Deploy

Defender for Endpoint across workstations. Compliance Automation

| Purview Compliance Manager for SOC 2, GDPR, and industry-specific requirements.
PHASE 3 (9-18 MONTHS)

Critical for logistics/supply chain regulatory landscape.
SIEM Modernization

Replace Sumo Logic/Splunk with Microsoft Sentinel. Integrate with Defender XDR for Al-Powered Security

unified SOC. Enable Security Copilot for Al-powered operations. ) ) ) . )
Security Copilot for automated threat investigation. Defender XDR for cross-domain

PHASE 4 (18+ MONTHS) detection. Competitive advantage vs. legacy SIEM tools.

Full Security Portfolio

Complete Zero Trust architecture. Deploy Purview for compliance automation.
Establish managed security partnership for global operations.

| RISK ASSESSMENT

RISK CATEGORY DESCRIPTION MITIGATION IMPACT

Hybrid Environment Google Workspace (intensity: 1305) may limit full Microsoft adoption Focus on security layer vs. productivity replacement MEDIUM
Okta Entrenchment 8+ year relationship, Okta Workflows deeply integrated Emphasize Azure AD hybrid identity, phased migration MEDIUM
Multi-Cloud Complexity Heavy AWS usage (intensity: 1384) alongside Azure Position Defender for Cloud multi-cloud capabilities Low
Contract Timing Unknown Okta/Sumo Logic contract renewal dates Discovery call to identify contract windows MEDIUM
{ IMMEDIATE ACTION ITEMS
( ( ( (

1. Executive Outreach 2. Security Assessment Offer 3. Contract Discovery 4. Industry Positioning

Schedule meeting with Peter Pham
(Director, Security & IT). Lead with

security consolidation value

Propose complimentary Microsoft Determine Okta and Sumo Logic Prepare supply chain security

Secure Score assessment. Identify contract renewal timing. Align messaging. Reference C-TPAT

gaps in current security posture and competitive displacement proposal compliance, cargo security, and global

proposition and compliance M365 E5 upsell opportunities. with renewal windows. trade protection requirements.

automation.
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